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On October 23, 2013, a Grand Jury in the District of New Jersey indicted  on 
one count of Conspiracy to Defraud the United States and on one count of fraud and related 
activity in connection with computers in violation of 18 U.S.C. § 371 and 1030 respectively.    
 
On October 25, 2013, law enforcement authorities in the United Kingdom, announced they 
arrested who had be charged in New Jersey by federal complaint.  Further,  was also 
charged in a criminal complaint in the Eastern District of Virginia with alleged conduct related to 
other intrusions.  
 
On February 5, 2018, USACIDC CCIU was notified by the United States Department of Justice 
(USDOJ) that will not be extradited to the U.S. on charges related to hacking into 
government computers.          
  
This case is being closed with no further action. 
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DATE:  November 27, 2019 PREPARED BY:  SA  

CASE #:  OI-HQ-2016-CFR-0068 CROSS REFERENCE #:  COMP-2016-71 

TITLE:  Unknown Subject: Alleged Procurement Integrity Act Violation, Office of Air and Radiation 

 
CASE CLOSING REPORT 

 
Subject(s) Location Other Data 

Unknown Subject 
Unknown Subject 

Research Triangle Park, NC 
Washington, DC 

 

 
POTENTIAL VIOLATION: 
 
1. 41 U.S. Code § 2102 (formerly 41 U.S.C. Section 423) - Prohibitions on disclosing and obtaining 

procurement information 
 

ALLEGATION: 
 
On April 15, 2016, the Office of the Inspector General, Office of Investigations, Research 
Triangle Park (RTP), Environmental Protection Agency (EPA), RTP, NC received a complaint 
alleging a potential Procurement Integrity Act violation concerning EPA Contract EP-D-16-009. 
The contract was awarded to Trinity Engineering Associates, Inc. (Trinity), Cincinnati, OH. The 
losing bidder was SC&A, Inc. (SC&A), Reston, VA. SC&A filed a protest of this contract award 
with the U.S. Government Accountability Office (GAO) citing, amongst other things, a potential 
organizational conflict of interest (OCI). In Trinity’s rebuttal, they indicated that SC&A 
possessed Trinity’s proprietary information from their proposal. This investigation was opened to 
determine whether any of Trinity’s proprietary information was provided to SC&A by EPA. 
 

FINDINGS: 
 
OI conducted interviews of personnel on the contract’s technical evaluation panel (TEP) and of the 
contracting officer (CO). OI also conducted records reviews and email reviews. The interviews and 
other reviews did not yield sufficient information to suggest Trinity’s proprietary information was 
provided to SC&A by any EPA personnel. 
 
During OI’s interview of the EPA CO, it was determined that contract EP-D-16-009 was 
subsequently cancelled due to various issues to include the GAO protest and the potential OCI. As 
such, the contract was to be resolicited. It was further learned that one of the original TEP members, 
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DISPOSITION: 
 
This was a fact-finding matter. The matter was completed and the appropriate documents 
provided to Congress. No further action is required. As such, this matter is being closed.   
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CASE #:  OI-HQ-2018-CCR-0090 CROSS REFERENCE #:    

TITLE:   ALLEGED SPOOFING/PHISHING ATTACK AGAINST EPA NETWORK  
 

CASE CLOSING REPORT 
OTHER 

  
NARRATIVE: 
 
On Friday, April 20, 2018, Special Agent (SA) Office of Inspector 
General (OIG), Office of Investigation (OI), Electronic Crimes Division (ECD) received a 
hotline complaint alleging an attempted phishing attack against EPA networks. Specifically, an 
email was sent to multiple EPA users from what appeared to be a legitimate business source.  
However, the organization from which the email appeared to originate, had been compromised, 
thus infecting the end user’s computer who accessed the email. 
  
On April 26, 2018, ECD received a status update which explained the vulnerability and 
remediation process.  Specifically, a vulnerability within Office365 suite existed which allowed 
Simple Mail Transfer Protocol (SMTP) style fax system emails to be sent out as scanned fax or 
listserv.  The received email appears authenticated but is not Multi-Factor Authentication (MFA) 
compliant.  At the time of the incident, the pathway was shutdown. Subsequently, Microsoft 
remediated the Office 365 vulnerability. 
  
This case is being closed with no further action. 
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